IIpoTokoa npo cniBpoO0iTHUNTBO
mik MinicTeperBom nndposoi rpanchopmanii Yrpainu i Komnaniero
«liEi A ['nodan EnEaCi»

m. Kriis F aunn 2020 p.

Minictepctso uudposoi TpaHchopmarii Yipainu (MiHuudpn), sk Benediuiap i Peuunienr, 3 oanoro Goky, i
Komnanis «liE#A# I'noban EnEnCi»' (Komnanis «/{iEHA#i»), sk Bukonaseus Ilpoexkty AreHTCTBa
MixHapoaHoro po3sutky CLUA (AMP CIIA) «Ki6epbesneka KpHTHYHO BaXIHBOT iIHDpacTpyKTYpH YKpainu»
(nani — Ilpoext), 3 iHWoro 6OKy, MATREPKYIOTH LIIAXOM MiANHCaHHA 1bOro ITpoToKOMy Yroay Woto LineH,
3aB/laHb | OUiKyBaHWX pe3ynbTariB [TpoekTy HHKYe.

1. Hins i3asnanns [poekry

Komnanis «JliE#A##» 3a6e3neuye peanisauito Ilpoekry, skuii pinancyerbes AMP CLIA. Peanisawis npoekty
BinGysactbca y napraepctei 3 «Katanicron,” Mixknapoanum ymisepcutetom ®ropuam, «IHbopmeiiinn
Cucrems CekblopiTis IMapTHeps».® «LUpekuep Imxunipusr Jla6opatopis»,’ «Cowianbyct»’ i «Berepans ®eper

[Himiarie».®

Meroro [lpoexty «Kifepbesneka KpHTHHHO BaiUIHBOI iHQpPAcTpyKTYpH YKpaiHH» € MOCHIEHHS CTIHKOCTI
KPUTHYHOT iH(pacTpyKTypH KpaiHH 10 KifepaTak LUIAXOM PO3BHTKY HaZifiHOrO NapTHEPCTBA MiXK OCHOBHHMH
YYaCHHKaMH Npouecy MiABMILEHHA piBHA KibepOesneku y ranysi Jep)KaBHOTO YNpPaBTiHHA, NPUBATHOMY
CEKTOpi, a TAKOX NPEACTABHUKAMM OCBITHBOI rasly3i i rpOMajstHCBKOrO CycninbeTBa. JIoCArHeHHs L€l MeTH
nepenbavacTeCs MINAXOM BUKOHAHHA HACTYIHUX 3aB/aHb.

* Po3BHTOK cepeloBHINA, IO CHPHAE MiABHIIEHHI piBHA KiOepGesnexn. 3MillHEHHs NpaBOBOT,
perynsaTopHoi Ta iHCTUTYLIHHOT OCHOB KibepGe3neku B YKpaiHi 3 METOIO MOCHIIEHHA CTIHKOCTI cHCTEMU
Ta i1 FOTOBHOCTI NPOTHAISATH BHKIIHKAM Y BiJMOBIZHOCTI A0 MIXHAPOXHHMX CTAHAApTiB i HaWKpaulMx
NPaKTHK.

e Po3BuTOK TPYAOBHX pecypciB y raiysi kiGepbesnexn B Ykpaini. CipHsaHHS BUPILIEHHIO HAABHHX
npofieM xanpoBoro 3abesneyeHHs WIAXOM 3alydeHHs TalaHOBMTHX MpauiBHuKIiB i npodeciiiHoro
PO3BHMTKY HasiBHHUX IpaLliBHHKIB.

e Posbdynosa crifikoi ranysi kibepOesnexu. 3MilHEeHHA NOBIPH | PO3BUTOK CiBNpaLli MiX EPXKaBHHUM i
IPMBATHUM CEKTOPAMH 3 METOI0 PO3POOKH IHHOBAUIHHHX pillleHb, AKMX MOTPeOYBATHMYTh BUKIHKH Y
MaiOyTHBOMY, | CNIPHAHHA 3POCTAHHIO IMPOKOTO PHHKY KibGepGesnekn B Ykpaini.

2. Tepmin peanizanii npoekTy
YoTupu pokw i yotHpu Micaud 3 18 tpasus 2020 p. no 17 sepecus 2024 p.

3. 3appanus IIpoekTy

! DAI Global LLC

Z Catalisto

* Information Systems Security Partners (ISSP)
# Schweitzer Engineering Laboratories (SEL)

% SocialBoost

& Veterans First Initiative (VFI)
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ﬂpoex’r CKJTagaTHMETLCA 3 TPhOX KOMIIOHEHTIB Yy BiﬂHOBiHHOCTi A0 OCHOBHHX 3aB/IaHb BHIIIE.

KOMIIOHEHT 1: po3BHTOK cepeloBHILA, L0 CNPHSAE NiABALICHNHIO PiBHA Kifep6e3neku

Y Mexax LbOro KOMIOHEHTY nepeabavacTbes N0CHIeHHs Kibep6eaneku KpUTHUHOT iH(pacTpyKTypH YKpaiHu
IIAXOM 3aMOBHEHHA [PaBOBMX TNpPOrajMH Ha piBHI 3aKOHOJABCTBA, MIATPUMKH AKICHOTO YNpaBiiHHA,
3abesneyenHs edexTMBHOI CMiBMpali MK OCHOBHHMH Y4YacCHMUKAMH Tajly3i | NiATPUMKH cy6’eKTiB
kibepbesneku. Peasii3allis KOMIOHEHTY CHPHATHME MiABHILEHHIO PIBHA TEXHIYHOrO PO3BUTKY Y KIIOUOBMX
CEeKTOpax IUIAXOM PO3LIWPEHHS AOCTYIY A0 BiANOBIAHHUX TEXHOJIOTiH Ta obNanHaHHA.

KOMITOHEHT 2: po3suTok Tpy1oBHX pecypciB y ranysi kibepGesnexu

Y Mexax UBOro KOMMOHEHTY TNepeabaqyacTbes MiJBHILEHHA MNpOdECiiHOT CIPOMOXKHOCTI | PO3IMPEHHS
MOXKJIMBOCTEH YChOrO KaJpoBOTO TMOTEHIaNy y ramysi Kibepbesneku depes ocBiTHI 3aX0/H VIS CTIEHiaNicTiB
raaysi i mporpaMM MNiBMILCHHA KBadidikauii, y4acTb y SKHMX MO3BOJUTH IIBHAKO MiZABHIUMTH 3HATHICTE
NpauiBHUKIB pearyBaTH Ha HeraiHi 3arposH i NiJroTyBaTH 10 BUKIMKIB y MaitGyTHEOMY.

KOMIIOHEHT 3: po36yaoBa criiikoi raiysi kibep6esnexn

Y Mexax UbOro KOMNOHEHTY repeabayacTbes MIATPHMKA CITIBNPaLi MiXK AepXKaBHHM 1 IPHBATHHAM CEKTOpaMH
3 METOK po3poOKM IHHOBALIMHMX pillleHb; MATPHMKA ManMX MIANPUEMCTB y raiysi kibepbesneku, mwo
A03BOJIMTE LIBHAKO MIABHIUMTH KiNIbKICTh JJOKAILHHX NPOBaiiiepiB BIANOBIAHUX NOCITYT; pO3MIMPEHHS JOCTYy
10 hiHaHCyBaHHA A1 JKHTTE3JaTHHX NPOBAHAEPIB MOCAYT; & TAKOX PO3BUTOK MEXaHI3MIB, 3 IOTIOMOrOI0 SKHX
YKPaiHChKi ipMH 3MOXKYTb BCTAHOBHTH 3B’ A3KH i3 NIapTHEPAMH 3 METOIO PO3LIMPEHHSA AOCTYIY A0 iHHOBALL i
i HOBUX MOUTHBOCTE# /151 Bi3Hecy.

4. QuikyBani pe3yasTaTH peanizauii [IpoexTy

® 3MiUHEHHS MpPaBOBOTO, MOJITHYHOTO I PErysTOPHOTO CEPENOBHMIIA Ul PO3BHTKY KibGepOesreku B
Ykpaiui.

e TloninuieHHs koopaMHaUii A i PO3BHTOK criBHpauUi Mi JepsKaBHUMH OpPraHaMH, sIKi BiAMOBiNAlOTH
3a kibepbesnexy, npeacTaBHUKAMH MPHUBATHOTO CEKTOPY i MPOMASHCBKOTO CYCMUIBCTBA, a TaKOK
BiINOBIZIHKMH PEriOHATBHHMH | MDKHAPOJAHMMH OpraHisauisiMu.

e [liaBHLIEHHA CIPOMOXHOCTI KpaiHH pearyBaTH Ha 3arposu KiGepGesneui i BUkopHcTaHHS HabyToro
[OCBILY y MOAablliii MPOTHAIT TAKMM 3arpo3am.

e CrBopeHHs i pO3BMTOK MpOrpaM BHILIOI OCBITH Y ranysi kibepGesneku B YkpaiHi.

e [linsumenHs pisHs 06i3HaHOCTI 3 MHTaHb KiGep6esnekn i pO3BUTOK TEXHIYHHX HABMYOK CrELlialicTiB
YKkpainH, 30KpeMa y KpHTHYHO BajUTHBHX CEKTOpaXx.

o Po3BUTOK MOXIIMBOCTEH U1 MAPTHEPCTBA MiXK JACPIKABHMM | IPHUBATHHM CEKTOPaMH, HOCTIAHHLBKOT
po6OTH 1 IHHOBALIH; THYYKMX PHHKOBHX MiAX0MiB 11s cy0’ekTiB y ranysi kibepbesnekn Ykpainu.

* PoswupeHHs iHBECTHLIIHHHX MOMUIHBOCTEH M1 YKPaiHCBKAX MIINMPHEMLIB Y ranysi kibepbesnekm.

e CTBOpPeHHs J0JIaTKOBHX MOMUIMBOCTEH 3pPOCTAHHA UIA YKPAiHCHKHMX PO3pOGHUKIB iHHOBaUiiHMX
pillieHb Y IPHBATHOMY CEKTOPI, 30KpeMa, JUis MAJIoro i cepeaHsoro 6isHecy.

e [HWI KOPOTKOCTPOKOBi i MOBrOCTPOKOBI 3aXOAM 3 METOK peanizallii NpiOpPUTETHUX 3aBIAaHb,
Bu3Ha4YeHUX cnineHo Komnauiero «/liEAA#», MIHITHOPA, AMP CIA Ta iHIIMMH y4aCHHKaMH.
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5.

Kinbkicni Ta/abo akicHi kputepii epexTnsnocri IlpoekTy

IlpoekT 3a6e3neunTs CTBOPEHHA HANIAHOT | e)EKTHBHOT CHCTEMH MOHITOPHHIY TA OLIHIOBAHHA 3 METOIO
BUMIPIOBaHHA pe3y/bTaTiB pobOTH, CIIPAMYBaHHS MOAAIBINOT HisUIBHOCTI i 3a6e3nedeHHs eheKTHBHOIO
nnanysanhs, OCHOBHI MOKAa3HUKH € HACTYITHUMH.

® Pospobka HallioHaibHOT 1OPOXKHBOI Many i3 3MiLHeHHs KiGepbe3nexw.

® [lokpaweHHs KOOpAMHALl MiK YYaCHHMKaMH Taiy3i i MiABMUIEHHS CIIPOMOXHOCTI pearyBaTH 3a
3arposu KiGepbesnewi.

¢ KinpkicTe opratizauiii Ha HalioHaNbHOMY piBHI, O GepyTh y4acTs y 3aXoAax o0 3a6e3redeHHs
rOTOBHOCTI 10 Kibep 3arpos.

® Opua (1) naboparopis y ramysi mpomucinosux cucrem ynpapainna (IICY) ana 3abesnedeHHs
AeMOHCTpauii 1 BUKOpHcTaHHa TexHosorii TICY i sianosiaHoi npakTHuHoi miarotosku daxisuis y
rajysi kibepbesnexu.

¢ Yotupw (4) oceiThi naboparopii /15 NiATPUMKH NIPOrpaM BHILOT OCBITH Y ranysi KibepbesnexH.

®  KiIbKiCTb BUILMX HABYANBHHX 3aKJ1aJIB, LIO MPOTOHYIOTH MOC/IYTH i3 HaBuaHH i cepTudikanii y ramysi
Kibepbesnexn.

e Kinbkicts 0¢i6, AKi OTpUMANH NiAFOTOBKY Yy ray3si 06i3HaHOCTI 3 nuTaHb KibepOesrneku i Halkpamux
MPaKTUK Y Wil raaysi.

e  KinbkicTs paxisuis y raiysi kibepbeznekH, ski 3aBepLIMIM HABYAHHA Y MEXKaX TPEHIHM-KypCiB.

® KinekicTs iHHOBaLIMHUX NPOAYKTIB i pilueHs y ranysi kiGepGesneku B YkpaiHi.

® 36inbLIEHHA KiNBKOCTI MOCNYT i NMPOYKTIB, IO MPOMNOHYIOTHCS MAIUMH i CEPEAHIMU KOMNAHIsSMH Y
ranysi kibepbesnexku B YKpaiHi.

® [loxpameHHs peHTHHry YkpaiHM 3a CBITOBHMH MOKa3HMKaMH, TakMMH sk HauioHanmbhuit impekc
Kibepbezneku.

®  [HWIi MOKAa3HMKHM, 1O CNiJIBHO BU3HAYATHMYThCS Y4aCHUKAMM.

AKTHBM, PpOGOTHM, NOCAYIW, NpaBa _iHTeJeKTYAJLHOI BJACHOCTI _Ta _immii _pecypem, mio

npuadaBaTUMYyThes i HanaBaTumyThes y mexkax Ipoekty

INpoexT npuabaBaTUMe TOBAPH i MOCIYIH 3 METOK MiATPHMKH:

®  [HCTHTYLIHHOro pO3BUTKY, Y TOMY YHcii 0GI3HAHOCTI Ta OCBITHIX 3aX0MiB;
®  JIEMOHCTpaLii | TeCTYBaHHA TeXHIYHMX 06JIaTHaHHA i OCayT; Ta
® nyOaiuHHX 3aX0/iB 3 METOIO iHDOPMYBaHHA NMpo pe3ysbTaTH ITpoekTy.

OuixyBanuii Bnaue IIpoexTy HA PO3BHTOK EKOHOMIKH i periony

BukoHaHHA 3a3HauYeHUX 3aBAaHb IOKPALIMTEL CTikkicTh kiGepGesnekn B YkpaiHi y KOpPOTKOCTpPOKOBIiH
NEpCTeKTHBl | CTBOPHTL HaflidHMHA (yHNaMEHT s He3alexHOCTi 1 JiijepcTBa KpainH y ramysi
kibepGesnexu. HaOyrud nocein i Hadkpamyi NpakTHKH KJIOYOBHX CEKTOPIB KPHTHYHO BaJIMBOI
iH(pPacTPYKTypH BUKOPMCTOBYBaTHMYTBCA B YCiX rajly3six AepiaBHOTO CEKTODY, & TAKOK Y MPHBATHOMY
CEKTOpI | CEKTOPI POMaASHCBKOTO CYCTHABCTBA.

3ob6oB’si3anns BUKoHABIA 111010 HATAHHS JONOMOTH

3a ymog HagBHocTi Gonais Kommnanis «[[IE#AR» 30608 a3yeThbes:

* nmigTpumaty 3ycwiiis Minuudpu mono noninmenHs kiGepGesneku B YkpaiHi 3 METO 3aXHCTY
KpUTHYHOT IHDpacTPYKTYpH; Ta
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® NiATPUMaTH KOMYHiKauito MiHUH(pPH 3 [HIIWMKM y4acHHKaMHU-TIpeACTaBHHKaMH Ypsay YkpaiHu i
rpOMajChKICTIO W00 3YCHITb, AKI JOKNAAAKTHCS Y MAapTHEPCTBI 3 [TPOEKTOM 3 METOK MOMIMUICHHS i
nifeuLLeHHS KibepGesneky.

9. 3obos’szannn Benediuiapa

MiuictepeTso uudposoi TpaHchopmauii Yrpainu 30008’ a3yeTbes:

® MpPH3HAYMTH OCHOBHY KOHTaKTHY 0c00Y 3 METOI MiATPUMKH KOMYHIKallil | KOOpAMHALT;

e crniBnpautoBaTH ¢ BHKOHaBUEM 3 MeTOIO 3alydyeHHs YCiX BIAMOBIAHHX Y4YacHHKIB A0 MpoLECciB
NAaHyBaHHA | KOMYHiKaLlii, y TOMY 4MCAi 1010 3anydeHHs QisHYHUX 0Cif | NianpHEMCTE AepKaBHOTO
CeKTopy /10 3ade3neyeHHs BiANOBiAANbHOI KibepOe3aneku i 3aXUCTy KPHTHYHOT iH(pacTpyKTypH; Ta

e 3alesnevyBatd BuxoHaBUs BiANoBiAHOKW iHpoOpMalieto, HeoOXiaHOW N8 HajaHHA e(heKTHBHOI
MIATPUMKH I 3BITYBaHHA Npo pe3ybratd poboTH i Brume ITpoekTy.

Lle# [TpoTokon HabyBae UHHHOCTI y JieHb HOro MiANHCcaHHA 1 AISTHME A0 ’/77/3 (f'/J(’("/C&OM p-

MinicrepcTBo uu(])pdé’(iﬁi’)buc;b’dpmﬁuii Komnanis «/IiEiiAii», IIpoext «Kidepbesnexa

Ykpainn e KPHTHYHO BasnJnBoOi ingpacTpykrypu» AMP
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Clearance Page for MDT DAI Cybersecurity Registration MOU

Clear:

RLO: DRush Date.

Info:
MDarkin, OEG
TKistanova, PCS

OLuchukvysotska, RCO

Page 5of 5



